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P4 Lab
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▪ Lab Assignments
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Overview
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Introduction
Bottom-up



p4.org
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Introduction
Top-down
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Architectural Overview
P4
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Architectural Overview
PISA: Protocol Independent Switch Architecture



▪ Software switch: P4 Target

▪ Used in the lab assignments

▪ For developing, testing and debugging

▪ V1Model: P4 Architecture model for bmv2
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Architectural Overview
bmv2 Switch
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Architectural Overview
V1Model stages
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Programming in P4
V1Model stages
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Programming in P4
Metadata and V1Model Standard Metadata



▪ extern: interface for functionality 

provided by switch vendor

▪ Similar to abstract 

classes/methods in OOP

▪ State machine

▪ Transitions

▪ select: change state

▪ accept: finish parsing
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Programming in P4
Parsing
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Programming in P4
Actions, Control Flow & Tables
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Programming in P4
Actions, Control Flow & Tables



▪ Emit headers in front of payload

▪ Watch the order!
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Programming in P4
Deparsing



▪ https://gitlab.utwente.nl/anet/p4labs-2023

▪ Fork of P4 language tutorials

18

Lab Assignments
Repository

https://gitlab.utwente.nl/anet/p4labs-2023


▪ All necessary tools installed

▪ Atom (with Markdown Preview package)

▪ Wireshark

▪ Repository cloned, but make sure to pull the latest version
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Lab Assignments
Virtual Machine



▪ Alternatively:

▪ You can work in the host machine by making the repo a shared 

folder. You still need to run your code in the VM.

▪ https://docs.oracle.com/en/virtualization/virtualbox/6.0/user/shar

edfolders.html

▪ Make sure Auto-mount and Make Permanent are checked

▪ Make sure Read-only is NOT checked

▪ Recommended for VSCode users: p4-lang by Zhanghan Wang
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Lab Assignments
Virtual Machine

https://docs.oracle.com/en/virtualization/virtualbox/6.0/user/sharedfolders.html
https://docs.oracle.com/en/virtualization/virtualbox/6.0/user/sharedfolders.html


▪ Assignment 1

▪ Basic Forwarding

▪ Basic Tunneling

▪ Assignment 2

▪ P4Runtime

▪ Assignment 3

▪ Firewall

▪ Assignment 4

▪ Load balancing

▪ Controlled load balancing
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Lab Assignments
What you need to do



▪ Follow tutorial instructions (in the README files)

▪ Add comments to P4 code briefly explaining

▪ What the code does

▪ Why you did it that way

▪ Parts of the cheat sheet that you used

▪ Only use the cheat sheet, do not use the answers (obviously)

▪ Upload P4 code to Canvas
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Lab Assignments
How to carry them out



▪ Demonstrate your code and its behavior

▪ Briefly explain what you did

▪ Might ask more in-depth questions
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Lab Assignments
Signing off



▪ Monday 2nd October: Sign-off session #1

▪ Monday 23rd October: Sign-off session #2

Grading:

▪ Pass if everything signed off on Monday 23rd October
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Lab Assignments
Sessions



▪ Assume you need around 16 hours to do all the assignments

⇒ around half the work needs to be done outside the lab sessions

▪ Try to have the Assignments 1 & 2 finished at the first lab session

▪ Fully read what you have to implement before actually writing any code

▪ Understand the files you have to edit

▪ In the VM, if Backspace suddenly does not work anymore:

use CTRL + Backspace
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Lab Assignments
Tips



P4 resources: http://P4.org/learn

Assignment Repo: https://gitlab.utwente.nl/anet/p4labs-2023

V1Model source code and docs: 

https://github.com/p4lang/p4c/blob/main/p4include/v1model.p4
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Links

http://P4.org/learn
https://gitlab.utwente.nl/anet/p4labs-2023
https://github.com/p4lang/p4c/blob/main/p4include/v1model.p4
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