
SPIN
Software and demo



The SPIN project at SIDN Labs

• Security and Privacy for In-home Networks

• Research and prototype of SPIN functionality:
• Visualise network traffic
• Signal problems based on traffic patterns
• Perform measurements on (IoT) devices

• Goal: Protect the Internet by protecting the home



The SPIN project at SIDN Labs

• Open source in-home router/AP software that

• Provides insight into device activity on the Internet

• Serves as platform for research and experimentation:
- Who do my devices talk to?
- What kind of traffic?
- What happens if I block it?
- Can we implement <WILD IDEA 462> and will things still work?



Prototype built on OpenWRT

• Currently bundled with Valibox:
• http://valibox.sidnlabs.nl
• Source at https://github.com/SIDN/spin
• Also runs on Debian and Raspberry Pi (with some hammering)
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https://github.com/SIDN/spin


Running prototype:  visualiser

• Shows DNS queries
• Shows data traffic
• User can block traffic based on 

source or destination
• Download traffic from specific 

devices

 Research topics:
• In-depth device traffic analysis
• Time-series based analysis



SPIN DNS traffic monitor for IoT users



Firewall

SPIN agent

Message broker
Profile 

manager
Anomaly 
detection

Traffic 
Manager

User 
Interface



The SPIN 'bubble app'

Legend:

Grey: local device

Green: very recent traffic

Blue: recent traffic

Orange: DNS query only



The SPIN 'bubble app'

Click on a grey node to 
show more information 
and options



The SPIN 'bubble app'

Options:

Ignore: stop showing node

Rename: give a user-
friendly name

Block: block all traffic

Allow: allow traffic anyway

Capture: Capture and 
download traffic



The SPIN 'bubble app'

Click on a grey node to 
show more information 
and options



The SPIN 'bubble app'

Capture screen:

Start/stop

Download (as pcap file)

Upload (to SIDN, 
optional)



The SPIN 'bubble app'

Upload screen:

Provide information about 
device

Suggestions are available



The SPIN 'bubble app'

Uploaded captures 
available in overview



The SPIN 'bubble app'

Uploaded files get 
additional analysis, such 
as geolocation of traffic 
targets



Demo

Demo time!



Sites

SPIN website: https://spin.sidnlabs.nl

Valibox website: https://valibox.sidnlabs.nl

SIDN Labs: https://sidnlabs.nl
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