SPIN

Software and demo




The SPIN project at SIDN Labs

* Security and Privacy for In-home Networks

* Research and prototype of SPIN functionality:

* Visualise network traffic
* Signal problems based on traffic patterns
* Perform measurements on (IoT) devices

* Goal: Protect the Internet by protecting the home
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The SPIN project at SIDN Labs

* Open source in-home router/AP software that
* Provides insight into device activity on the Internet

* Serves as platform for research and experimentation:
- Who do my devices talk to?
- What kind of traffic?
- What happens if I block it?
- Can we implement <WILD IDEA 462> and will things still work?
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Prototype built on OpenWRT

* Currently bundled with Valibox:
* http://valibox.sidnlabs.nl

* Source at https://github.com/SIDN/spin

* Also runs on Debian and Raspberry Pi (with some hammering)
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https://github.com/SIDN/spin

Running prototype: visualiser

W Lock vi N
S "'mss SPIN Traffic monitor prototype | Restore pages?
Chromium didn't shut down correcth

Shows DNS queries ‘ ==

Shows datatraffic =« = & T B P S A

User can block traffic based on
source or destination
Download traffic from specific
devices

* Research topics:
* In-depth device traffic analysis
* Time-series based analysis
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SPIN DNS traffic monitor for IoT users
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The SPIN 'bubble app'

SPIN Traffic monitor prototype - Chromium
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Legend:

Grey: local device
Green: very recent traffic
Blue: recent traffic

Orange: DNS query only



The SPIN 'bubble app'

SPIN Traffic monitor prototype - Chromium
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Click on a grey node to
show more information
and options



The SPIN 'bubble app'

SPIN Traffic monitor prototype - Chromium
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Options:
Ignore: stop showing node

Rename: give a user-
friendly name

Block: block all traffic
Allow: allow traffic anyway

Capture: Capture and
download traffic



The SPIN 'bubble app'

SPIN Traffic monitor prototype - Chromium
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The SPIN 'bubble app'

turris:l3026;"spin_apifcapture?device =00:C - O x

A Mot secure | turris:13026/spin_api/capture?device=00:0...
r =

00:09:b0:f4:c0:31 Capture Screein.
Device traffic capture

Device information St art / StOp

Name: Pioneer VSX
Mac: 00:09:b0:f4:c0:31

IP(s): 192.168.11.238, fe80::209:b0ff.fef4.c031 Download (as pcap file)
Upload (to SIDN,

Capture status: Running
[ ]
Bytes received: 51297 Optlonal)
Capture start time: 2021-04-28 09:56:47
Last data seen at: 2021-04-28 09:59:15

A

Download captured data
Ty

Additional functions

Not working? Try the old download method. S "
e vy '




The SPIN 'bubble app

turris:13026/spin_api/capture?device=00:0¢

A Not secure | turris:13026/spin_api/capture?device=00:09:b...

-~

~

[ | declare that this is my data, that, to the best of
my knowledge, it does not contain any personal data
about other individuals, and that | allow SIDN to
make the file available to the public for download
and analysis.

Device name:|

Device type: |CI|’GP; to see suggestions

Environment |C}Iick to see suggestions

|
|
Device I5""“-'511"1'3'-| Click to see suggestions |
|
|

Activity |C}Iick to see suggestions

Please provide any additional information, such as
times at which you performed any actions, if known.
For example '"13:45 turned on light.', '13:48 changed
color of light.', etc.

Upload captured data

A

Upload screen:

Provide information about

device

Suggestions are available



The SPIN 'bubble app'

SPIN: Security and Privacy for In-home Networlgls;' SIDN Labs - Chromium

e S I Uploaded captures
— available in overview

S@LABS About For whom Software User-Manual 10T-PCAPS SPIN @ Github
IoT device traffic data analysis
PCAP files matching search: 37765

Search ‘ ‘ X Source | Nothing v X
Device Type |  Nothing se - X Device Brand | Nothing selected > X
=oipnmentd)  Nathing > X Activity |  Nothing selected - X
source type | brand name environment activity analyses done
Upload [ Smart Switch | Netgear | Netgear switch | Home Unknown 313
Upload | Smart Switch | Netgear | Netgear switch | Home Unknown | 313
Upload | Smart Switch Netgear | Netgear switch Home Unknown | 33
Upload  |Camera  |Philps | PC | |33
Upload Smart Switch Netgear | GS110TPv3 Home None 313
Upload asdf asdf asdf | asdf asdf 33
Upload asdf asdf asdf | asdf asdf | 313
Upload asdf | asdf asdf asdf asdf 33
Upload | Honeypot | Honeypot | Honeypot | Honeypot Frankfurt ‘ Unknown 313
Honeypot | Honeypot Honeypot | Honeypot | Honeypot Frankfurt kIK]

1] 2//3 4 5  Next Last
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The SPIN 'bubble app'

SPIN: Security and Privacy for In-home Networlgls;' SIDN Labs - Chromium

®
<« 5 C 0 #@ spin.sidnlabs.nlfen/pcaps/analysis/?uuid=0a3304b1-47ae-46d3-8899-6d083dd32a38 4 - 3 = QO N e i

SWLABS About For whom Software User-Manual 10T-PCAPS SPIN @ Github SIDN LABS EEEN /2 NL &

OverTice We are currenty working on the general APl and the initial analysis modules, but these will a ltl O n a an a S 1 S , S u C

change in the near future. Consider everything you see here as experimental.
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Demo

Demo time!



Sites

SPIN website: https://spin.sidnlabs.nl

Valibox website: https://valibox.sidnlabs.nl

SIDN Labs: https://sidnlabs.nl
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