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Paper summaries

* You must have handed in your two summaries before 7AM on the day of the lecture

« Each summary can be at most 250 words, at most 1 single-sided A4 page

* You can add figures, and graphs from the paper or add your own if you like (e.g., concept maps)
 You can use the summaries during the oral exam

« Submit through CANVAS

* You cannot complete SSI without submitting 12 paper summaries!
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Devices for lab assignment

* Pick them up at Ramin’s office

* IoT device if you don’t have any at home

WELCOME: = <\

* Optional SPIN device '. “-%Im [“mg{ )

e Please contact Ramin beforehand! CONTACT DETAILS

+31534899463 & ryadani@utwentenl =
VISITING ADDRESS MAILING ADDRESS

University of Twente @ University of Twente

Faculty of Electrical Engineering, Faculty of Electrical Engineering,
Mathematics and Computer Mathematics and Computer

Science Science

Zilverling (building no. 11), Zilverling 5110

room 5110 P.O. Box 217

Hallenweg 19 7500 AE Enschede

7522NH Enschede The Netherlands

The Netherlands
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Interactive lectures

 Objective: enable you to learn from each other and further increase your understanding of the
papers, contributes to preparing yourself for the oral exam

* Interactive format
« Teachers summarize two papers per lecture
« Multiple-choice questions (not graded) and discussion
« We ask at least one of you to share their thoughts on each paper (pros, cons, surprises)

« Enables you to learn from each other, so mandatory to participate

« A 7th “re-sit” lecture in case you miss a lecture (optional for everybody else), same format
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Today’s objective

 “Setting the scene”: after the lecture, you will be able to discuss the interplay between the DNS
and the IoT and discuss the I0T’s safety, legal, and regulatory implications

 Not very technical, but important for the more technical papers later in the course
« [WEIS] ties into guest lecture #2 (IoT security through standardization and regulation)

 Contributes to SSI learning goal #1: “Understand IoT concepts and applications, security threats,
technical solutions, and a few relevant standardization efforts in the IETF”

UNIVERSITY ¢ NI
: OF TWENTE. J



Motivation for this lecture: IoT 1s more than tech

~__— Citizen perspective ~____— Citizen perspective ~____— Citizen perspective

Tech stack:
tech layers

____— Tech stack __— Tech stack

- Application layer

~t
___ Operating system SSI mostly

____ Firmware and drivers here __— Design process

- Equipment

_— Infrastructure

___— Design process ™ Starting points

and assumptions

Foundation

- Design process —_—

\ Fundamental rights

K

. Foundation . Foundation N and values
Socio-economic
considerations Governance
and oversight
\ - J
And a bit here

“In the public stack, we view the ‘user’ as a citizen in a democratic society

— not as a consumer in a business model or a subject of a state.”
j UNIVERSITY Sﬂﬁ’ms

Source: https://publicstack.net/layers/



Today’s papers

[DNSIoT] C. Hesselman, M. Kaeo, L. Chapin, kc claffy, M. Seiden, D. McPherson, D. Piscitello, A.
McConachie, T. April, J. Latour, and R. Rasmussen, “The DNS in IoT: Opportunities, Risks, and
Challenges”, IEEE Internet Computing, Vol. 24, No. 4, July-Aug 2020

[WEIS] E. Leverett, R. Clayton, and R. Anderson, “Standardisation and Certification of the Internet

of Things™, 16th Annual Workshop on the Economics of Information Security (WEIS2017), USA,
June 2017
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“The DNS in IoT: Opportunities, Risks,
and Challenges”, IEEE Internet
Computing, Vol. 24, No. 4, July-Aug 2020

O
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Internet of Things (I10T)
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What is the IoT?

 Internet application that extends “network connectivity and computing capability to objects,
devices, sensors, and items not ordinarily considered to be computers” [ISOC]

« Differences with “traditional” applications
* IoT continually senses, interprets, acts upon physical world
« Without user awareness or involvement (passive interaction)
« 20-30B devices “in the background” of people’s daily lives
« Widely heterogeneous (hardware, OS, network connections)

 Longer lifetimes (perhaps decades) and unattended operation

« Promises safer, smarter, more sustainable society, but IoT security is a major challenge

UNIVERSITY Sw“‘“
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Discussion

What is the key characteristic of the IoT for you and why?
A. Interaction with the physical world

Connected devices

Massive scale

Unattended operation

Other

=0 QW
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IoT deployments and the Domain Name System (DNS)
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DNS high-level operation

13

M. Miiller, “Making DNSSEC Future Proof”, Ph.D. thesis, University of
Twente, 2021 (under review)

i e root

(DA www_example.com? @A waw.example.com?
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Figure 2.3: DNS components and example lookup of the A Resource Record (RR) for
www.example.com

resolvers 4@ : B authoritatives

DNS

physical
environment

—jE .net
-

-~ homel234.net
~——

sl.homel234.net

datatransfer registration

UNIVERSITY ¢ NI
OF TWENTE. ’



DNS ecosystem
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DNS quiz

What’s the purpose of DNS caches?

A.

B
C.
D

15

Lower DNS response times
Increase DNS scalability
Enable operators to analyze DNS queries

Increase demand for computer memory
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Help meet IoT’s new

[ ]
Ove er eW safety and transparency

requirements

Opportunities
O1 Using DoH/DoT to encrypt DNS queries

02 Using DNSSEC to detect malicious redirects of IoT devices

O3 DNS protocols to double-check the authenticity of IoT services
04 Protecting IoT devices against domain registration hijacks

O5 Using DNS datasets to increase 10T transparency

Protect the SSR of
the DNS against
insecure IoT devices

R1 DNS unfriendly programming at IoT scale
R2 Increased size and complexity of IoT botnets targeting the DNS
R3 Increased DDoS amplification through open DNS resolvers

Challenges

] C1 Developing a DNS security and transparency library for IoT devices
Technologies and . . .
systems that need to C2 Training IoT and DNS professionals
be developed C3 Developing a system to share information on IoT botnets

C4 Proactive and flexible mitigation of IoT-powered DDoS traffic
Developing a system to measure how the IoT uses the DNS

UNIVERSITY
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O1: DNS-over-HTTPS (or another secure transport)
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DoH reduces risk of IoT users being profiled

N. Apthorpe, D. Reisman, N. Feamster, “A Smart Home is No Castle: Privacy

114 1 ? Vulnerabilities of E ted IoT Traffic”, Worksh Data and Algorithmi
* Profiling based on the DNS queries that a user’s ulnerabilties of Encrypted 16T Trafict, Workshop on Data and Algorithmic
IoT devices send

Device DNS Queries

Sense Sleep Monitor hello-audic.s3.amazonavs.com
hello-firmware.=s3.amazonavs.com
messeji.hello.is

* Protects privacy: more difficult to figure out i e

what devices people are using Nt B P — L Belle 42

nexus.dropcam.com
oculus519-vir.dropcam.com

pool .ntp.org N
‘WeMo Switch prodi-fs-xbcs-net-1101221371.
us-east-1.elb.amazonaws.com

* Protects safety: more difficult to figure out peedi-apl-shen Rat- 880280887,

us-east-1.elb.amazonaws.com
Which devices are Vulnerable Amazon Echo ash2-accesspoint-a%92.ap.spotify.com
audio-ec.spotify.com
device-metrics-us.amazon.com
ntp.amazon.com
pindorama.amazon.com
softwareupdates.amazon.con

« Downside: risks in centralized resolver settings i et
. igure 1: queries made by tested IoT de-
(e°g-a Google Public DNS; Cloudﬂare) vices during a representative packet capture.

Many queries can be easily mapped to a specific

device or manufacturer.
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DoH quiz
With DoH it’s impossible for an adversary to identify the service your IoT device is connecting to

A. True
B. False

UNIVERSITY Sm"“‘“
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O2: Signing DNS responses with DNSSEC

With DNSSEC ﬂ
3. www.yahoo.com? [a-m].root-servers.net
0 wn - & O
o IR 4. com. in NS lA-.-:.SiS;:‘._::.-..ew: 0 o
O . .yanoo. com? 2 O
Www.yahoo.com
A

11. HTYPS GET

QO wa
e =)
O e <4

20 Source: https://www.netmeister.org/blog/doh-dot-dnssec.html 0 F TW E N T E .
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DNSSEC reduces risk of IoT device being redirected

« Unauthorized redirects through manipulation of DNS responses
« DNSSEC reduces privacy risk: sharing intimate sensor data with rogue service

« DNSSEC reduces safety risk: lowers probability of IoT device receiving malicious instructions (cf.
air purifier)

« Most secure setup: signature validation on IoT devices

UNIVERSITY Sw“‘“
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0O3: DNS queries

0% 2051 0852 2053 X 2085 2056
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19475207 R —
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CICECT) O T
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e altcs wsscom s inchat net”

rammon
o Vat233mova. .. i [—:mm

spin.sidnlabs.nl | github.com/sidn/spin
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[IMC] J. Ren, D. J. Dubois, D. Choffnes, A. M. Mandalari, R. Kolcun, and H. Haddadi,
“Information Exposure from Consumer IoT Devices: A Multidimensional, Network-
Informed Measurement Approach”, Internet Measurement Conference (IMC2019),

Amsterdam, Netherlands, Oct 2019

Audio UK
US Lab
Cameras UK UK Lab
P
\\ o
CN V. \.\_
:2:‘_ Smart Hubs UK
CA - Home Automation UK
IN
Overseas

Figure 2: Volume of network traffic between the US (left)
and UK (right) labs to the top 7 destination regions (center),
grouped by category (middle left and right). Most traffic ter-
minates the US, even for the UK lab; many devices send traf-
fic to countries outside of their testbed’s privacy jurisdiction.
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DNS query data to make the IoT more transparent

« Measure IoT device’s DNS queries

N ¢

» Requires intuitive visualization for users

GAIA-X

 Also, what sensor data are devices sharing?

< Apps requiring enhanced levels of trust and sovereignly
Global responsible Internet

 Perhaps a topic for future regulation
Accountability, L4

Controllability, Usability

(~2020 and beyond)

apps, early-stage IoT

Massive interactive
Global internet
Stage 2: Security, privacy,
ili stal

rivi
resilience, stability N\~ NAME M t
(~2000-2020 and beyond) X7 QNAME Minimization

* Part of larger discussion on data autonomy »

Stage 1: Ubiquitous deployment and performance

Small community of expert (~1969-2000)

Sharing of lab equipment
users trusting each other Local intern

UNIVERSITY Sw“‘“
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Transparency discussion

How would you make the IoT more transparent?
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R1: DNS-unfriendly programming at IoT scale

« Tuneln app example: 700 iPhones generating random queries www.<random-string>.com

 In the stone age (2012), but still: imagine millions of unsupported devices exhibiting that kind of
behavior after a software update

« High-level APIs abstract DNS away from developers

TUNE TUNE
N ouJT

UNIVERSITY s@'gms
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R2: DDoS attacks by IoT botnets

* IoT botnets of 400-600K bots (Mirai, Hajime),
may increase

« Higher propagation rates (e.g., +50K bots in 24 N
hours) 8

~ Mirai botnet attackers are trying to knock
an entire country offline

ather courtries.

« Vulnerabilities difficult to fix, botnet infections
unnoticed

« DDoS amplification: 23-25 million open
resolvers (now around 3 million)

UNIVERSITY Sw“‘“
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Botnet discussion

What do you think will make IoT botnets more difficult to eradicate than a traditional one?

UNIVERSITY ¢ NI
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C1-C3: Challenges for the DNS and IoT industries

 Develop an open-source DNS security and transparency library for IoT devices
« Such as DNSSEC validation, DoH/DoT support

 User control over DNS security settings and services used

« Develop a system to proactively detect IoT botnets
« Share DDoS “fingerprints”, countermeasures, and other botnet characteristics across operators

 Collaborative DDoS detection and learning

 Collaboratively handle IoT-powered DDoS attacks
« DDoS mitigation broker to flexibly share mitigation capacity

* Security systems in edge networks, such as home routers

UNIVERSITY ¢ NI
2 OF TWENTE. J



Why collaborative?

[Mirai] M. Antonakakis, T. April, M. Bailey, M. Bernhard, E. Bursztein, J. Cochran, Z. Durumeric, J. A. Halderman,
L. Invernizzi, M. Kallitsis, D. Kumar, C. Lever, Z. Ma, J. Mason, D. Menscher, C. Seaman, N. Sullivan, K. Thomas,
and Y. Zhou, “Understanding the Mirai Botnet”, in: 26th USENIX Security Symposium, 2017

Role Data Source Collection Site Collection Period Data Volume
Growth and size Network telescope ~ Merit Network, Inc. ~ 07/18/2016-02/28/2017  370B packets, avg. 269K IPs/min
° C Oll ab or atlve 1n Cldent an alys1 S Device composition Active scanning Censys 07/19/2016-02/28/2017 136 IPv4 scans, 5 protocols
Ownership & evolution ~ Telnet honeypots AWS EC2 11/02/2016-02/28/2017 141 binaries
. . b Telnet honeypots Akamai 11/10/2016-02/13/2017 293 binaries
° \ /I Malware repository  VirusTotal 05/24/2016-01/30/2017 594 binaries
1Iral IOT Otnet DNS —active Georgia Tech 08/01/2016-02/28/2017  290M RRs/day
DNS — passive Large U.S. ISP 08/01/2016-02/28/2017  209M RRs/day
° 1 1 / 1 Attack characterization ~ C2 milkers Akamai 09/27/2016-02/28/2017  64.0K attack commands
11 Sources’ 9 Organlzatlons Sltes DDoS IP addresses ~ Akamai 09/21/2016 12.3K IP addresses
DDoS IP addresses ~ Google Shield 09/25/2016 158.8K IP addresses
DDosS IP addresses  Dyn 10/21/2016 107.5K IP addresses

Table 1: Data Sources— We utilized a multitude of data perspectives to empirically analyze the Mirai botnet.

....................

ot o . * Collaborative mitigation of (IoT-powered) DDoS attacks
: oo | « Fingerprinting of DDoS attacks
SE‘?E:  Sharing fingerprints and mitigation rules
”e“sf;ge“".. « More detail: antiddoscoalition.nl

30 OF TWENTE.
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Discussion

What challenges do you foresee in IoT security? For example, where in the network?
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Key takeaways

« IoT enables smarter, safer, more sustainable society, but extraordinary safety and privacy risks

« The DNS is one of the core components of the Internet infrastructure for traditional applications
and will also play a key role for the IoT

« Opportunities to help fulfilling the IoT’s new safety and transparency requirements using the
DNS'’ security functions, datasets, and ubiquitous nature

 Poorly developed and maintained IoT devices are a risk in terms of security and DNS usage

« Many challenges for the interaction between the IoT and the DNS, but starting points exist

UNIVERSITY Sw“‘“
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Standardisation and Certification of the

‘Internet of Things’
Eireann Leverett, Richard Clayton, Ross Anderson

O

UNIVERSITY ¢
OF TWENTE.

w

LABS



Pros and Cons of IoT

* The Good: Economic efficiency
* The Bad:  Safety hazards

« The Ugly: Attacks
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Shift from Safety to Security

« Having only safety in mind is not enough anymore and regulators need to
consider security as well.

 These two are not fully separable contexts as in many languages they translate to
the same word as well

UNIVERSITY ¢ NI
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Two Examples

Th

'{« s

¢ famous Jeep Hack Florida Water Plant Hack

https://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/ https://www.forbes.com/sites/leemathews/2021/02
/15/florida-water-plant-hackers-exploited-old-

software-and-poor-password-habits/

UNIVERSITY ¢ NI
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Core Question 1n the paper

What the EU's regulatory framework should look like a decade from now (2017).

 General: A powerful cross-domain regulator?
» Sectoral: Each sector with its own CyberSecurity cell?
e A mixture?

e sth else?

UNIVERSITY ¢ NI
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Discussion Question #1

What does the EU's regulatory framework look like at the moment?

A. General: A powerful cross-domain regulator?
B. Sectoral: Each sector with its own CyberSecurity cell?
C. Separate regulators for privacy, safety, consumer protection, ...?

D. A mixture?

UNIVERSITY ¢ NI
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Goals (a Mixture of Safety and Privacy)

The goals and mission of a cybersecurity regulator may be a mix of the following:

=

Ascertaining, agreeing, and harmonising protection goals
Setting standards

Certifying standards achievement and enforcing compliance
Reducing vulnerabilities

Reducing compromises

AL S S

Reducing system externalities
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Quiz Question

What’s an externality in the context of IoT security?

A. A human adversary in an IoT device’s local operating environment

B. An external organization that regulates a specific IoT ecosystem (e.g., medical
or automotive)

e

A sudden spike in RF bit error rate as a result of a solar flare

D. A device vendor not bearing the costs caused by an insecurity

UNIVERSITY ¢ NI
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An Example of Security Externality

Attacker Botnet Reflectors Victim

UNIVERSITY ¢ N\
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An Example of Security Externality

e Three sources of externalities:
 Botnet
e Reflectors

 Networks allowing spoofing

« Main cause: Lack of incentive to prevent it

UNIVERSITY ¢ NI
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History of the Safety Regulation

e Three industries discussed:
 Road transport
e Medical devices

* Electrotechnical equipment

UNIVERSITY ¢ 3™ s
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Road transport

« Inappropriate standards (developed due to political/commercial incentives) have
reduced vehicle security (e.g., the Wassenaar Arrangement export controls that
limited cryptographic key length).

« “It is more natural to embed security regulation in existing transport regulation
rather than in a new general “security’, "cyber' or “data protection' law.” [WEIS]

UNIVERSITY ¢ NI
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Healthcare

» Usability failures has been the main safety threat so far.
A blame game between vendors and hospital network administrators

* “By not permitting notified bodies [NBs] and competent authorities [CAs] to
study what happens after they grant approvals, the EU has failed to collect the
evidence that would be most useful to security and safety regulators and
researchers alike.” [WEIS]

UNIVERSITY ¢ NI
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Energy Sector

 Has attracted one of the highest attack rates on critical infrastructure

« An example of what can go wrong: Operators were not allowed to bill customers
for cybersecurity costs of critical assets

» Strict standards of energy sector versus conflicting/competeing standards of IT
industry.

UNIVERSITY ¢ NI
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Generic Approaches

« Liability: The EU Product Liability Directive needs to be extended to include services
« Transparency: Breach disclosure laws and coordinated vulnerability disclosure
- Data protection:
» Consent or anonymize rule doesn’t scale for IoT big data
* Globalization
« Attack and vulnerability testing:
* Conflict of interest for penetration testing (increases production costs)
 Vulnerabilities after integration (rather than in a single product)

« Economics of Security standards: To reduce the costs of attacks on various
stakeholders

UNIVERSITY ¢ NI
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Discussion Question #2

Who should investigate the 10T incidents?

A. Vendors
B. Regional authorities
C. A mix of stakeholders

UNIVERSITY ¢ 3™ s
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Proposal of the Paper

* Creation of a European Safety and Security Engineering Agency

 Missions:
» support the European Commission's policy work
» support sectoral regulators in the EU institutions and at the Member State level
» develop cross-sectoral policy and standards
e act as a clearing house for data
« work to promote best practice and harmonization

e act as a counterweight to the national security authorities

UNIVERSITY ¢ NI
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Discussion Question #3

Which sector currently implements a practice closer to the goals of the IoT
regulation?

A. Transport

B. Healthcare

C. Energy

D. Other (give an example)

UNIVERSITY ¢ 3™ s
50 OF TWENTE. ’



Key takeaways

» Security and safety regulation of IoT devices are not separable concepts.

* IoT expands over a wide range of products for which a single solution might not
always be the optimal one.

* IoT regulation is about standardizing a moving target
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Lecture feedback

1. To what extent do you think you’ll be able to
discuss the interplay between the DNS and

theIoT? A=@,B=@,C=@)

2. To what extent do you think you’ll be able to

discuss the I0T’s safety, legal, and regulatory
implications? A=@,B=@,C=@)

3. Open question: what are your main lesson -
learned of the papers and this lecture?
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Next lecture: Wed May 12, 11:00-12:45
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@ElmerLastdrager

UNIVERSITY
OF TWENTE.

s w LABS



