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Welcome tg U by Moen

Demo the Controller and learn how easy It s to precisey
control temperature, select shower outiets, and save

your perrfect shower as a preset for laler.

Demo the Smartphone App 10 se¢ how the same ¢asy
controls are avallable in the palm of your hand, along
~ith up 10 10 additional presets




'R RN N
LR N
L
:
: . Bring the flavor
SMALT with voice g
SMALT dispenses salt with

Connect SMALT with a shake/pinch of your
Amazon Echo and simply smartphone screen or
say “Alexa, dispense half a simply turning the dial

teaspoon of salt”, manually.




at does i.Con do with its data? Can |

Il be kept anonymous
e option to share their
ds, or, indeed the world.
onymously access stats
> with i.Con users
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~ YOU GET CONNECTED!™
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ANII YOU Bﬂ CIINNEOT Ell!‘

'EVERYTHING GETS ennutcnm




— HOLJ LONG YOU'VE. HAD YOUR SMART APPUANCE —,
6MONTHS  1YEARR  5YEARS 10 YEARS

YOURE CONSTANTLY
BENG RESCUED FROM
PERIL BY A FACELESS
TEAM OF ENGINEERS
WHO COULD WANDER

AUAY ATANY TME 7

PART OF A BOTNET RUN
BY ORGANIZED CRIME




The “S"™ in IoT
stands for

SECURITY




Miraivs (| Dyn

1.2 Tbps
From ‘only’ 100.000 devices
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Why computers will
never be safe
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Computery wil rever be secure %0 murage ™
maky, lock 32 economncy tther thun technology

Market (vendors)
Government

Consumers
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Interface

< Message broker >

Traffic
Manager

Profile
manager

Anomaly
detection




User SPIN agent Traffic
Interface Manager
Profile l I Anomaly
manager 4 Message broker . detection
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Manufacturer Usage Description Specification
Abstract

This nemo specifies a component-based architecture for Manufacturer
Usage Descriptions (MUDs). The goal of MUD is to provide a means for
end devices to signal to the network what sort of access and netwvork
functionality they require to properly function. The initial focus
is on access control. Later work can delve into other aspects.

This neno specifies two YANG modules, IPv4 and IPvé DICP options, a
Link Layer Discovery Protocol (LLDP) TLV, a URL, an X.509 certificate
extension, and a means to sign and verify the descriptions.

Status of This Memo
This is an Internet Standards Track doecument.

This document is a product ©of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
received public review and has been approved for publication by the
Internet Engineering Steering Group (IESG). Further information on
Internet Standards is available in Secticon 2 of RFC 784).






CAUTION

KEEP OUT
QUARANTINE
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Security and Privacy for
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he Joy of Tech . by Niwusoe & Snoger
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The Internet of ransomware things...
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PAY UP AND SEND MONE Y

TO W
HACKERS.

elmer.lastdrager@sidn.nl
https://spin.sidnlabs.nl
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