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Admin



Important dates

• Lab report (PDF) and required files: Wed Jun 19, 9 AM CEST

• Written exam: Wed July 3, 13:45-15:45 

• Alle summaries and lab reports to be submitted through CANVAS
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Where are you with your lab assignment?

• Still trying to find the instructions on the SSI site

• Designing measurement setup

• Analyzing measurements

• Writing lab report

• Just need to click “submit” in Canvas
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Interactive lectures
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Interactive lectures, so 
please speak up!



Schedule

Lecture Date Contents

R1 May 1 Course introduction

R2 May 8 IoT and Internet Core Protocols

G1 May 14 How the core of the Internet works

R3 May 15 IoT Edge Security Systems

May 22 No lecture (as several of your teachers will be in Dresden :)

R4 May 29 IoT Botnet Measurements 1

R5 Jun 5 IoT Botnet Measurements 2

R6 Jun 12 IoT Security in Non-Carpeted Areas

G2 Jun 14 Maarten Bodlaender, Nokia, title TBP

R7 Jun 19 IoT Device Security

Jun 26 No lecture (so you can study for the exam :)
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Introduction to today’s lecture



Motivation: mitigation of IoT botnets

• Requires scalable mechanisms to understand IoT 
bot behavior as well where IoT devices are

• Challenging because of wide variety of IoT devices and 
their increasing number and distribution across 
multiple network operators

• Example mechanisms:

• Post-mortem analysis [Mirai, Hajime]

• Automated malware analysis [RIoTMAN]

• Identification of IoT devices “in the wild” [Haystack]
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So that’s why we selected today’s papers for you

[RIoTMAN] A. Darki, and M. Faloutsos, “RIoTMAN: a systematic analysis of IoT malware 
behavior”, CoNEXT ’20: Proceedings of the 16th International Conference on emerging Networking 
EXperiments and Technologies, November 2020

[Haystack] S.J. Saidi, A.M. Mandalari, R. Kolcun, H. Haddadi, D.J. Dubois, D. Choffnes, G. 
Smaragdakis, and A. Feldmann, “A Haystack Full of Needles: Scalable Detection of IoT Devices in 
the Wild”, 20st ACM Internet Measurement Conference (IMC 2020), October 2020
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Today’s learning objective

• After the lecture, you will be able to discuss scalable mechanisms to identify IoT endpoints and 
the behavior of devices that have been infected with a bot/malware

• Contributes to SSI learning goal #1: “Understand IoT concepts and applications, security threats, 
technical solutions, and a few relevant standardization efforts in the IETF”
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But first: group discussion for a broader perspective

• What other mechanisms would players in and 
outside the IoT ecosystem need to identify IoT 
endpoints and clean those infected with a bot?

• Think device manufacturers, operators of back-
end services, software and hardware engineers, 
regulators, and so forth

• Split up in groups of around 5 and discuss!

• Take 5 minutes ☺
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“RIoTMAN: a systematic analysis of IoT 
malware behavior”

16th International Conference on emerging Networking 

EXperiments and Technologies (CoNEXT), November 2020



Get your phones ready!

14



15

What struck you about the paper?



Challenge: profiling IoT malware

• What needs to be profiled?

• Why is profiling a challenge?

• Why do we need to solve it?

16



RIoTMAN: profiling IoT malware binaries

• What’s their overall approach?

• What’s the advantage of their approach?

• What malware states does RIoTMAN distinguish?
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Example: Linux.Tsunami
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Run 1: uClibc and 
libnvram libs missing

Run 2: Malware fails to 
access NVRAM memory

Run 3: Missing source 
configuration information 

(a device name in this 
case) from the simulated 

NVRAM.

Run 6: successfully sent 
scan command

Run 4: malware activated

Run 5: malware awaiting 
instructions



Key measurement result – what are we looking at?
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RIoTMAN measurement architecture
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What are the responsibilities of the components?
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RIoTMAN profiles
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Measurement results
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IoT malware behaviors – how can we leverage that?
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C&C discovery
Cross-talk in binaries

Advanced behaviors



RIoTMAN and its ecosystem
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Limitations

• Linux-based IoT devices only

• They exclude botnets that use encryption, P2P botnets, and IPv6 communications
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Key takeaways

• Dynamic analysis of IoT malware, limited manual effort

• Important to understand, detect, and mitigate IoT 
botnets at scale

• One piece of the “IoT botnet mitigation puzzle”

• Significant amount of work in terms of engineering, 
finding datasets, and analysis

• Next challenge: how will RIoTMAN-like systems work in 
practice (higher TRLs)?
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Coffee break
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“A Haystack Full of Needles: Scalable 
Detection of IoT Devices in the Wild”

Internet Measurement Conference (IMC 2020)
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What struck you about the paper?



Your opinion
1. What is the paper about?

2. Why is it important to identify IoT devices?

3. How might the takeaways of this study influence future research or industry 
practices?
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Group Discussion - The Three Parts
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How can you replicate this methodology? Why is it scalable?



Scalable detection of IoT devices

The main method of IoT device detection

1. Platform-level

2. Manufacturer-level

3. Product-level
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Controlled experiments

Tunnel traffic to an ISP to establish ground truth.

Why do this? And why exactly like this?
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Get your phones ready! 
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Woolclap
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Home-VP

Time to detect IoT

Domains per IoT device

Threshold for detection
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ISP vantage point

12M subscribers

What can they see?
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IXP vantage point
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Wooclap
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Discussion on Security Benefits

“For example, an ISP can use our methodology for redirecting the IoT devices 
traffic to a new backend infrastructure that offers privacy notices or security 

patches for devices that are no longer supported by their manufacturers.” 

“Moreover, if an IoT device is misbehaving, e.g., if it is involved in network attacks 
or part of a botnet [31], our methodology can help the ISP/IXP in identifying what 
devices are common among the subscriber lines with suspicious traffic.” 
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Discussion 

Our analysis could be simplified if an ISP/IXP had access to 
all DNS queries and responses. Even having a partial list, 

e.g., from the local DNS resolver of the ISP, could improve 
our methodology.
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Key takeaways

• Combining passive and active monitoring 
techniques to comprehensively detect IoT 
devices

• 20% of 15 million subscriber lines used at least 
one of the 56 different IoT products

• Important to understand, detect, and mitigate 
IoT botnets at scale
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Today’s learning objective revisited
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Next regular lecture:
Wed June 12, 10:45-12:30

Topic: IoT Security in Non-Carpeted Areas

Dr. Antonia Affinito | a.affinito@utwente.nl
Prof. Cristian Hesselman | c.e.w.hesselman@utwente.nl
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