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Important dates

• Written exam: Wed July 3, 13:45-15:45 
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Schedule
Lecture Date Contents

R1 May 1 Course introduction
R2 May 8 IoT and Internet Core Protocols
G1 May 14 How the core of the Internet works
R3 May 15 IoT Edge Security Systems

May 22 No lecture (as several of your teachers will be in Dresden :)
R4 May 29 IoT Botnet Measurements 1
R5 Jun 5 IoT Botnet Measurements 2
R6 Jun 12 IoT Security in Non-Carpeted Areas
G2 Jun 14 Maarten Bodlaender, Nokia
R7 Jun 19 IoT Device Security

Jun 26 No lecture (so you can study for the exam :)
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Introduction to today’s lecture



Motivation: IoT Device Security
• Firmware for IoT devices often is not open source

• Therefore, we need novel approaches to analyze existing devices, 
black box approach

• On the other hand, accessible firmware lets us build impressive 
workflows, realistic honeypots for example
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So that’s why we selected today’s papers for you
[IoTLS] M.T. Paracha, D.J. Dubois, N. Vallina-Rodriguez, D. Choffnes, “IoTLS: understanding TLS 
usage in consumer IoT devices”, 21st ACM Internet Measurement Conference (IMC 2021), 
November 2021

[Honware] Vetterl, Alexander, and Richard Clayton. “Honware: A virtual honeypot framework for 
capturing CPE and IoT zero days.” Symposium on Electronic Crime Research (eCrime). IEEE. 2019
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Today’s learning objective
• After the lecture, you will be able to discuss two approaches to IoT device security when working 

with inaccessible device firmware and working with accessible firmware.

• Contributes to SSI learning goal #1: “Understand IoT concepts and applications, security threats, 
technical solutions, and a few relevant standardization efforts in the IETF”
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“IoTLS: understanding TLS usage in 
consumer IoT devices”

Internet Measurement Conference (IMC 2021)
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What struck you about the paper?



General questions 

• Questions about the paper’s content?



TLS interception attacks



CA chain of trust



InvalidBasicConstraints



InvalidBasicConstraints



Root stores analysis

• How does it work?



Root store error messages



Discussion



Discussion
• Split into groups

• Discuss why the IoT clients very often support and advertise newer versions, but 
the corresponding servers do not.

• Have you seen this in your own experiments?
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“Honware: A virtual honeypot framework 
for capturing CPE and IoT zero days”

Symposium on Electronic Crime Research (eCrime 2019)
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What struck you about the paper?



General questions 

• Questions about the paper’s content?



Overview



Custom Kernel

• Honeypot logging: do_execve

• Signal interception:
• SIGABRT (abort)

• SIGSEGV (seg fault)

• SIGPFE (floating point errors)

• Do you see any potential issues?



DNS hijacking attack



DNS hijacking attack

• Could this still be effective these days?



Broadcom UPnPHunter
• Took security researchers more than one month to code a honeypot



Broadcom UPnPHunter

• With Honware, because all services were operational, we were able to observe 
the described attack within 24 hours of connecting the honeypot to the Internet.



Discussion

• Split into small groups – 2 questions

• Discuss the honeypot detection presented in the paper in the context of the 
course (i.e., think about the papers we have seen)

• What are the potential future advancements in honeypot technology? How could 
these advancements further enhance cybersecurity?



Key takeaways
• Root stores rarely update and their closed 

nature doesn’t let us paint a complete picture

• Emulation lets us build realistic honeypots, but 
they are not without flaws – Timing attacks, 
missing NVRAM values
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Next event: Exam 
Wed July 3, 13:45-15:45

Dr. Antonia Affinito | a.affinito@utwente.nl
Prof. Cristian Hesselman | c.e.w.hesselman@utwente.nl 


