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About SIDN

• Registry for the .nl country code top-level domain
• Nowadays also .amsterdam, .politie and .aw (technical management)

• 6,3 million .nl domain names - 61% DNSSEC
• Brand monitoring, .nl-Control, portfolio checker, abuse204.nl, etc.

• SIDN Fonds
• SIDN Labs

https://www.sidn.nl/en/about-sidn/what-we-do



Number of .nl domain names: 4th largest ccTLD
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About SIDN Labs

Applied technical research
to the security of internet infrastructure

• Three themes:
•Domain name security
• Infrastructure security
•Emerging internet technologies

https://www.sidnlabs.nl/en/about-sidnlabs



Terminology
• Registrant wants domain name

registrant



Terminology
• Registrant wants domain name

• Goes to Registrar

registrant

https://www.sidn.nl/nl-domeinnaam/registrar-zoeken



Terminology
• Registrant wants domain name

• Goes to Registrar
• (possibly via Reseller)

registrant

https://www.verenigingvanregistrars.nl/



Terminology
• Registrar is affiliated with Registry

• That's us J

registrar



Terminology
• The domain name is registered!

registrant

registrar

registry

Reseller(s)

https://whois.nl/



Terminology
• 1 Registry (per TLD)

• ~1300 Registrars
• ??? Resellers
• ??? Unique registrants

• RRR model

registrant

registrar

registry

Reseller(s)

https://whois.nl/



Terminology
• The domain name is registered!

registrant

registrar

registry

Reseller(s)

https://whois.nl/



Terminology

• The domain name is registered

• The domain name has been published!
• (only then does it work on the internet)

registrant

registrar

registry

Reseller(s)



The term 'internet'

What do we mean by that?



The internet



The internet

Application (Presentation / session)

Transport
Internet (network)

Link (datalink)

(Physical)

https://en.wikipedia.org/wiki/Internet_protocol_suite#Comparison_of_TCP/IP_and_OSI_layering



The internet



The internet

(and others, such as      )

(and others, such as                   )



Internet Standards

IETF, Internet Engineering Task Force:
• Open standards organization, without formal membership
• Everyone can participate (in person or via mailing lists)
• Under the auspices of the Internet Society (ISOC)
• Many working groups and informal discussions
• Rough consensus* is the primary basis for decision-making
• Often slow processes!
• But many RFCs ! About 9568 and a multitude of drafts

* https://www.rfc-editor.org/info/rfc7282

"We reject kings, presidents and voting. 
We believe in rough consensus and running code”

-- David Clark



IETF: bottom-up standards development



IETF: many RFC’s

🇳🇱👍 http://www.arkko.com/tools/allstats/thenetherlands.html



Really a lot, maybe even too much...

https://emaillab.jp/wp/wp-content/uploads/2017/11/RFC-DNS.pdf

See also: https://powerdns.org/dns-camel/

185 RFC’s
2781 pages
166891 lines
888233 words

This is 2 times “The C++ Programming Language” (4th ed.)

Some good words on this are in RFC 8324
https://datatracker.ietf.org/meeting/101/materials/slides-101-dnsop-sessa-the-dns-camel-01



Names and numbers



Names and numbers

Do you recognize these?

https://www.rfc-editor.org/info/rfc1918



Names and number

A 'global' IP address

But this one?



Names and numbers

Good to know:

Every device connected directly to the Internet
requires a unique* IP address.

* exception: anycast



Control of IP address space issuance

https://www.icann.org/resources/pages/governance/bylaws-en/

ICANN (the Internet Corporation for Assigned Names and Numbers)

The mission of ICANN  is to ensure the stable and secure operation of the 
Internet's unique identifier systems



Control of IP address space issuance (and more)

ICANN (the Internet Corporation for Assigned Names and Numbers)

The mission of ICANN  is to ensure the stable and secure operation of the 
Internet's unique identifier systems

https://www.icann.org/



Issueance of IP address space

https://www.nro.net/

IANA (Internet Assigned Numbers Authority) à RIRs à LIRs

https://www.iana.org/assignments/ipv4-address-space/
https://www.iana.org/assignments/ipv6-address-space/



But ICANN does more (top level domains)

https://www.iana.org/domains/root/db

https://www.iana.org/



And ICANN does even more (protocol assignments)
https://www.iana.org/assignments/dns-parameters/dns-parameters.xhtml#dns-parameters-12

https://www.iana.org/



Overview ICANN / IANA

Define policies implement policies

PTI (Public Technical Identifiers)

(subsidiary)
‘bottom up’

‘bottom up’



(back to) Names and numbers

This will be familiar.

And what do we see here?



(back to) Names and numbers

What about this one?



(back to) Names and numbers

Allowed or...?



Internationalized domain name (IDN)

IDNA / punycode / ACE-string

Leestip: https://en.wikipedia.org/wiki/IDN_homograph_attack



Names and numbers

And have you ever seen these ones?



Top-level domains

http://www.marco.panizza.name/dispenseTM/slides/TLD/ccTLD_worldmap.html
https://en.wikipedia.org/wiki/Country_code_top-level_domain

±308 ±1241

https://newgtlds.icann.org/en/program-status/statistics

http://www.marco.panizza.name/dispenseTM/slides/TLD/ccTLD_worldmap.html
https://en.wikipedia.org/wiki/Country_code_top-level_domain


Domain Name System (DNS)

ç root

(.)

ç top level
(nl.)

ç second level
(example.nl.)



About DNS

• DNS is a kind of ‘internet signage’ 
• Some compare it with a telephone directory
• You know the name (sidn.nl), your browser can't do much with it
• Your browser wants the IP address (2600:1901:0:7947::0)
• DNS makes this possible



How do you get from blank page to website?



DNS: What happens when you surf to http://example.nl?

Resolver
Local user

Autoritatieve name servers



DNS: The 'stub-resolver' asks a question to the 'resolver'...

What is the address of example.nl?



DNS: The resolver starts looking for the answer...

What is the address of example.nl? ?
What is the address of example.nl? .

nl.
example.nl

Please ask nl.



DNS: The resolver starts looking for the answer...

What is the address of example.nl? ? What is the address of example.nl?

.

nl.
example.nl

Please ask example.nl.



DNS: The resolver starts looking for the answer...

What is the address of example.nl? ?
What is the address of example.nl?

.

nl.
example.nl

The address is: 2a00:d78:0:712:94:198:159:35



DNS: The resolver starts looking for the answer...

What is the address of example.nl?

.

nl.
example.nl

The address is: 2a00:d78:0:712:94:198:159:35



DNS: The resolver starts looking for the answer...

What is the address of example.nl?

.

nl.
example.nl

The address is: 2a00:d78:0:712:94:198:159:35



DNS: The resolver starts looking for the answer...

May I have the web page of example.nl?

.

nl.
name server
for
example.nl

Here is the web page of example.nl.

web server for
example.nl



DNSSEC



About DNSSEC

Workings:
• DNS responses are digitally signed
• These digital signatures are checked by the resolver
• If the answer has been tampered with, the signature is incorrect



What could go wrong?

Resolver
Local user

Autoritatieve name servers

Malicious hacker



De resolver gaat op zoek naar het antwoord…

Wat is het adres van example.nl? ?
Wat is het adres van example.nl? .

nl.
example.nl

Vraag het aan nl.

Wat is het adres van example.nl?

Vraag het aan example.nl.



Lots of fake answers!

What is the address of example.nl? ?
What is the address of example.nl?

.

nl.
example.nl

The address is: 2a00:d78:0:712:94:198:159:35

The address is: 2001:db8:6:6::6



The resolver has fallen for a false answer...

What is the address of example.nl?

.

nl.
example.nl

The address is: 2001:db8:6:6::6



The user has been redirected...

May I have the web page of example.nl? .

nl.
name server
for
example.nl

Here is the web page of example.nl.

web server for
example.nl

fake
web server



The user has been redirected...

fake
web server

Possible consequences:
• Interception (such as emails or passwords)
• Presenting fake content (including malware)
• All the consequences as a result

• (financial damage, reputational damage, etc.)



About DNSSEC

With DNSSEC,
every DNS response is provided with a digital signature, 

so that the content can be checked for authenticity.



DNSSEC Key Signing Ceremony

https://www.youtube.com/watch?v=ZTxweLGjZSU



DNSSEC Key Signing Ceremony

https://www.youtube.com/watch?v=ZTxweLGjZSU



Part 2: Routing

What is BGP?!



A typical network

user A

user B



A typical network

user A

user B

In
te

rn
et

Edge routers
or

Border routers
aka

Border gateways



Average network

user A

user B
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eBGP

eBGP
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BGP (in a nutshell)

client A

client B

server 1



BGP (in a nutshell)

client A

AS10

AS20

AS40 AS50

AS30

AS2000

NS1
192.0.2.53/24

client B

AS1000



BGP (in a nutshell)

client A

AS10

AS20

AS40 AS50

AS30

AS2000

NS1
192.0.2.53/24

client B

AS1000

upstream
for AS30

ß

AS3000

upstream
for AS30

ß

ß



BGP (in a nutshell)

client A

AS10

AS20

AS40 AS50

AS30

AS2000

NS1
192.0.2.53/24

client B

AS1000

IP-transit
provider

ß

AS3000

no export
X

ß

ß

ß

ß

ß

ß

ß

no export
X

$$$ $$$

$$$

• Upstream, also known as Transit Peering
• Private Peering
• Public Peering
• Downstream, usually Customer Peering



BGP (in a nutshell)

client A

AS10

AS20

AS40 AS50

AS30

AS2000

NS1
192.0.2.53/24

client B

AS1000

Best AS-path from A to NS1: 10, 20, 30, 1000



BGP (in a nutshell)

client A

AS10

AS20

AS40 AS50

AS30

AS2000

NS1
192.0.2.53

client B

AS1000

New best AS-path from A to NS1: 10, 40, 50, 30, 1000



Traffic engineering



BGP traffic engineering: local pref

client A

AS10

AS20

AS40 AS50

AS30

AS2000

NS1
192.0.2.53

client B

AS1000

betaalde
upstream

free
peer



BGP traffic engineering: local preference

client A

AS10

AS20

AS40 AS50

AS30

AS2000

NS1
192.0.2.53

client B

AS1000

local pref
90

local pref
100



BGP traffic engineering: local preference

client A

AS10

AS20

AS40 AS50

AS30

AS2000

NS1
192.0.2.53

client B

AS1000

local pref
90

local pref
100

higher local pref
=

preferred route



BGP traffic engineering: local preference

client A

AS10

AS20

AS40 AS50

AS30

AS2000

NS1
192.0.2.53

client B

AS1000

local pref
90

local pref
100



BGP traffic engineering: AS-path prepending

client A

AS10

AS20

AS40 AS50

AS30

AS2000

NS1
192.0.2.53

client B

AS1000

AS1000 AS1000



BGP traffic engineering: AS-path prepending

client A

AS10

AS20

AS40 AS50

AS30

AS2000

NS1
192.0.2.53

client B

AS1000

AS1000 AS1000

New best AS-path from A to NS1: 10, 40, 50, 60, 1000
(better than: 10, 40, 50, 30, 1000, 1000, 1000)



BGP Best Path Selection Algorithm

Source: https://www.de-cix.net/en/resources/bgp-basics

https://www.de-cix.net/en/resources/bgp-basics


Traffic engineering with BGP communities
• Transitive attribute tags that can be applied to inbound or 

outbound prefixes to achieve a particular goal.
• For example: local pref adjustments, geographical adjustments, AS-

path prepending or blackholing.
• No universal definitions, except the so-called well-known

route-server> show ip bgp 194.0.5.0/24
BGP routing table entry for 194.0.5.0/24
Paths: (23 available, best #18, table Default-IP-Routing-Table)
  Not advertised to any peer
  20473 210004
    206.53.202.75 from 216.218.252.190 (216.218.252.167)
      Origin IGP, metric 0, localpref 100, valid, internal
      Large Community: 6695:1000:1 20473:0:3021840115 210004:3000:1004
      Originator: 216.218.252.167, Cluster list: 216.218.252.190
      Last update: Wed Apr 15 16:06:36 2020



RPKI (in a nutshell)

client A

AS10

AS20

AS40 AS50

AS30

AS2000

NS1
192.0.2.53/24

client B

AS1000

Fake NS1
192.0.2.53/24



RPKI (in a nutshell)

client A

AS10

AS20

AS40 AS50

AS30

AS2000

NS1
192.0.2.53/24

client B

AS1000

Fake NS1
192.0.2.53/24



RPKI: Resource Public Key Infrastructure

• A public key infrastructure to secure BGP

• Resource certification of IP prefixes / ASN combination
• Prevents (to some extent) route hijacking
• There are two sides: publishing ROAs and validating them

• Origin validation, not path validation (that's BGPSEC, still in the works)

Probeer je eigen ISP: https://isbgpsafeyet.com/

https://isbgpsafeyet.com/


Anycast and why it's a good idea



Challenge 1: RTT

client A

AS100

AS200

AS400 AS500

AS300

AS600

NS1
192.0.2.53

client B

AS1000



Challenge 2: DDoS
https://stats.ams-ix.net/nbip.html



Main reason: IoT devices



IoT botnets

Bron: https://en.wikipedia.org/wiki/DDoS_attacks_on_Dyn



DNS global anycast

client A

AS100

AS200

AS400 AS500

AS300

AS600

NS1a
194.0.28.53

NS1b
194.0.28.53

client B

AS48283

AS48283

Anycast situation



DNS global anycast

client A

AS100

AS200

AS400 AS500

AS300

AS600

NS1
194.0.28.53

client B

AS48283

What routers 'think'



DNS global anycast

client A

AS100

AS200

AS400 AS500

AS300

AS600

NS1a
194.0.28.53

NS1b
194.0.28.53

client B

AS48283

AS48283

But remember, this is the real situation!



DNS global anycast

client A

AS100

AS200

AS400 AS500

AS300

AS600

NS1a
194.0.28.53

NS1b
194.0.28.53

client B

AS48283

AS48283

In reality this is how traffic flows.



DNS global anycast

client A

AS100

AS200

AS400 AS500

AS300

AS600

NS1a
194.0.28.53

NS1b
194.0.28.53

client B

AS48283

AS48283

And if a node fails...



DNS global anycast (for .)

1810 servers!
http://www.root-servers.org/



BGP catchment

client A

AS100

AS200

AS400 AS500

AS300

AS600

NS1a
194.0.28.53

NS1b
194.0.28.53

client B

AS48283

AS48283

Where does the traffic go?

???
50/50
🤷



BGP catchment São Paulo ✅



BGP catchment Frankfurt ⚠



‘Scenic’ routing
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Questions, discussion



Thank you!


